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Technical

Old thinking —
technical
controls are the
only ones that
count!
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Balance! INFORMATION SECURITY
~ RISK MANAGEMENT

= Administrative: Governance
documentation, awareness and
training

= Technical: Technology

safeguards protecting systems, ® ﬁ'
data, networks

= Physical: Facility security, access
control, environmental Administrative Physical

. Technical
protectlons |
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Information Security Risk
Management Program (RMaP)

= Collaboration: Shared Responsibility

= Awareness: Understanding risk
enables informed decision-making

= Continuous Improvement:
||‘ Assess/Mitigate/Reassess leads to
{iibration Awareness Confinuous risk reduction over time

\mprovement
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UASecure

* RMaP is‘possible because of UASecure f

A Information
ZE Security

Information
Security

A




In the beginning. .. QuickPlans!

|dentify the security and privacy controls

[1]

. Are the in-scope Information Resource(s) subject to University information security policy and process requirements? ﬂ

For additional information, see the 150 policies and other governance documentation which can be found at |“1._.F:I5:,-'_".-'"Er"lai|Elr":‘_l:3r‘|ﬂ.5|‘|EII'EF}-Cir‘t.C-C"I'I.-'"Si'.ES_.-"|5G-

Communications/SitePages/1SO-Governance.aspx

Notes to share with authorized users [not included in security plans).
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Collaboration

Awareness

Success with repetition!

Of 70 required security plans, 18 had
no identified risks in FY2026 using
the QuickPlan

al

Continuous
\mprovement
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FY2027/ ' FY2027

= QuickPlans still available if
these are the right fit (self-
service)

= Inventory Mode (mature your
security posture!)
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= Onboarding more “Common
Controls”
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Ready for a deeper.security assessment?

= Broader control coverage

= Better risk identificatioh (especially-when QuickPlan no
longer reveals vulnerabilities) /

= Most likely selection is CIVIIVIC LeveI 1 (15 security
controls) &

VIEWED: 5/ 17 « MODIFIED: 7 / 17 |ncomplete actions INVENTORY MODE S’: CYBERSECURITY MATURL..

IT Summit Sample # MANAGED BY
ZAE
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Baseline eliminates MANY NIST Controls

Control Family

AC-2(2) AC-2(3) ac-z(a) AC-2(5) AC-2(E) AC-2(7) AC-2[B) AC-2(3) ac-2{11] (| sc-2{12) || ac-z{13)

AC-3(2) AC-3{3] AC-3(4) AC-3(5) AC-3{7] AC-3(B) ac-3[g) || ac-3(20) || mc-3(11) || mc-3(22) || Ac-3(13) || mc-3(14) || Ac-3{1s)

AC-4(1] AcC-4{2) AC-4(3) AC-4(4) AC-4(5] ac-4(6) Ac-a(7) AC-4{B) ac-a(s) || ac-aj10) || ac-a(11) | ac-af1z] || ac-a{a3)

AC-4[14) AC-4(15) AC-4(17) AC-4[19) AC-4(20]) AC-4(21) AC-4[22) AC-4(23) AC-4{24) AC-4[25) AC-4(28) AC-4{27) AC-4(28) AC-4(29)

ac-4[30) || ac-ai31) || ac-a(3z] - AC-B(1] AC-6[2) AC-6(3) AC-6(a) AC-6(5) AC-5(E) AC-6(7) AC-6[8) AC-6[3)

AC-6(10) - AC-7(2] AC-7(3) - AC-8(1) AC-9(2) ac-2(3) AC-3(4] AC-11[1])

AC-12(1) || ac-12(2) || ac-12(3) ac-16(1) || ac-16(2) || ac-16(3) || ac-16{4) || ac-16(5) || ac-1s(s] || mc-16(7) || ac-1s6(g)

Ac-16(o) || ac-16(10) nc-17(1) || ac-17(2) || mac-17i3] || ac-17(4) || ac-17(s) || ac-27(s] || Ac-17(10] ac-18{1] [ ac-1e(3) || ac-1s(a)

AC-1B(5) AC-19(4] AC-20{1] AC-20(3) || ac-zo0{4) || ac-zo(s) AC-21{1] || mc-21(2]
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User-Friendly View for Completion

Identify the security and privacy controls

complerz: [ 2wy (1003 I viceny sos o ssss) [ mareny (1360 a3

= Use Actions view'so |
you only focus an the’|
security contrals in, [ TR a——
scope N O oo

Access Enforcement

COVERAGE MAF

Use of External Systems

Use of External Systems | Limits on Authorized Use

A
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Common Control Services Program

= Common Control:

= A security control implemented, managed, and
monitored centrally and inherited.

= Examples: NetID, Sophos, VPN, ISO Governance
= Onboarding based on FY2027 70 critical services
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Help is‘available!

= Request a Consultation!
= Visit our RMaP and Common Controls Services Page

= All content is linked at https://security.arizona.edu/links
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https://security.arizona.edu/links

ASSESS THE TECHNOLOGY. UNDERSTAND THE

RISK. MAKE BETTER DECISIONS.

Are we assessing the technology,
or just completing an assessment?

S & B &8

People
&
GitHub
Enterprise
&
Access
®
Process

UNDERSTANDING A SYSTEM

Code

®
Integrations

Data



THE APPROACH

Meaningful assessments
start with understanding.
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Understand the technology Tailor the assessment

RISK ASSESSMENT

ldentify - Analyze - Evaluate

Ci4lnbl Entarnrd oo EVOR 14 clr accopoemand
altHub Enterprise - FYZ20 risk assessment

()

Turn insight into action

RISK MANAGEMENT
|

Decide - Treat - Monitor — continuously



STEP 1 - DEFINE THE SCOPE

Before assessing
risk, understand
what you're
assessing.

@® Assessed resource
> Relevant dependencies

External systems

itHub Enteronris . FY?B T1Tick accq cment
GitHub Entei prise e TSk assSesSsSment

IN SCOPE

Purpose

Integrations Components

GitHub
Enterprise

Processes Users & access

Information

Dependency L:l

Exit

ernat

’[:I_ Dependency

External



STEP 2 INVENTORY WHAT MATTERS

Understand the information
before evaluating the risk.

. Repo Access &

Perms

Secrets

Management
GitHub _ 03 CI/CD & Actions
Enterprise

24 Supply Chain Risks

Branch & Release
05
Rules

OOk

Confidentiality

Integrity

Availability



STEP 3 - MAP THE RIGHT

CONTROLS

Start focused. Expand with understanding.

INITIAL CONTROLS

AC-2 AM

EVALUATION

AC-3 AC

CM-2 BC

GitHub Enterprise - FY26

risk assessment

ADDITIONAL RELEVANT CONTROLS
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STEP 4 — MEASURE WHAT MATTERS

Risk must be evaluated,

not simply identified.

WHAT COULD BE AFFECTED

C Confidentiality

I Integrity

A Availability

(=] Documented reasoning

GitHub Enterprise - FY26 risk assessment

Impact

v

Likelihood SCALE 1-5
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STEP 5 — PRIORITIZE AND DETERMINE TREATMENT

Understanding risk leads
to better decisions.

Mitigate

Reduce likelihood or impact

Accept
] Within tolerance, documented
|
Transfer
Share with another party
Risk evaluation Prioritization Treatment decision

Avoid

Stop or change the activity
WEIGHED AGAINST Safeguards:Impact - Exposure - Tolerance

GitHub Enterprise - FY26 risk assessment



STEP 6 — TURN ASSESSMENT INTO RISK MANAGEMENT

The assessment is the
beginning, not the end.

Assessment results

Document

Assign ownership

Risk management

Reassess



WHAT WE LEARNED

A focused strategy
creates better visibility.

FOCUSED STRATEGY ™.

OUTCOMES

Clearer understanding of the technology

Better-defined scope

More relevant control evaluation

Structured risk visibility

More informed decisions



THE TAKEAWAY

Make the assessment about the
technology, not the checklist.

REPEAT
Understand Define Scope Inventory Map Controls Evaluate Treat Manage

“Meaningful risk assessments begin with understanding the technology, the
iInformation it supports, and the way people actually work.”

Thank you questzons?
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